Singpass

Singpass Registration

A guide to registering for a Singpass account



Singpass

(D Please check that you fulfill the following eligibility
requirements:

e The minimum age requirement is 15 years old.
e You are a Singapore Citizen, Permanent Resident or
Foreign Identification Number (FIN) holder.

Ensure that the address on your NRIC or FIN card is correct. If you need to update your
address with the relevant authorities, please click here.


https://www.ica.gov.sg/documents/ic/update_residential_address

Please select how you would like to
register for a Singpass account.

Request for a One-Time

Reqister instantly with

Password PIN mailer to
be sent to your
registered address

Singpass Face
Verification




Singpass

Registering for Singpass
with Face Verification

(FV)



Registering for Singpass with FV Singpass

'| Go to www.singpass.gov.sg. Click ‘Register’.
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Registering for Singpass with FV Singpass

2 Enter the required details and check the boxes ‘I'm not a robot’
and ‘l have read and agree to the Terms of Use’. Click
‘Submit’.

P 2 singapore Govermment Agency Website

singpdadss services \

Home | Register f

Register for Singpass

Register online in just 3 minutes!

(D Please note:

1. You can only register for a Singpass account once. All Singpass account requests are final and cannot be cancelled or re-submitted.

2. As your one-time Singpass password will be mailed to your registered address, please ensure that your address registered with the
Government is up-to-date before proceeding. Click here if you would like to update your registered address.

3. To locate the Date of issue [ Date of application on your identification document, refer to the sample cards on-screen after you have entered
your NRIC or FIN number.

Please enter your details.

Full namea® @
(As in NRIC or FIN card)

NRIC or FIN number*©: I Fir

Date of issue [ Date of . B
application®:

Security check*: : ™
I'm not a robot
reCAPTCHA

| have read and agree to the Terms of Use



Registering for Singpass with FV Singpass

3 Read the instructions on the page and click ‘Continue’ to
proceed with Face Verification.

P Asingapore Government Agency Wabsite

SII“IngISS Services W

Home | Register for Singpass

@ To register for a Singpass account instantly, please perform face verification by following the instructions below. Alternatively, you may click
here to request for an activation PIN mailer to be sent to you.

Please note:

©

There will be flashes of coloured lights used to detect the user's physical presence. Do not proceed if you are sensitive to flashing lights.

@ In the next screen, click "Begin scan’.
@ Keep still as the camera locates your face.

The screen will flosh a series of colored lights.

—

Click here to find out more about Singpass face verification.




Registering for Singpass with FV Singpass

4 Read the guidelines on the page. To allow the use of your

device’'s camera for FV, click ‘Allow’ when prompted, and click
‘Begin Scan’.

# 1 Singapore Government Agency Website
SINgPASS  services v
w | R 3t Sin
re guid d qale]
]
O oK =
)
&) Clear glasses ) Keep headgea &) Ind ighting & pm d
and hair off face

r
& Tinted glasses & Cover

yourface & Very bright lighting @ smile widely

Look into the front camera and select "Begin scan”.

egin scan’, you are allowing us to match your photo with the Government's biometrics
database based on the Terms of use.

=1




Registering for Singpass with FV Singpass

5 You will see the following notification after successful
verification.

Successfully verified your identity

9




Registering for Singpass with FV Singpass

6 Ensure your details are correct. Submit a new password in the

‘New Password’ and ‘Confirm new password' fields and click
‘Next'.

Set your password

NRIC[FIN: SXXXX742E

Full name: Jonathan Wee

Enter your new Singpass password
Mew password®:

Confirm new password*:



Registering for Singpass with FV Singpass

You have successfully registered for Singpass account. Click
‘Proceed to set up account'.

You are almost there...

Kindly proceed to set up your Singpass account

Please find below the details you have submitted online and save your Reference |D for future reference

Reference ID: bdb590b9-b206-407c-92a4-d526934f068b
Full name: Jonathan Wee
r FIN number: SXXXX742E
Singpass ID: : SXXXX742E
Date of request 07/02/2022
Registered postal code [ 123456

Passport number

(D (i) Registered postal code will be displayed for users with a Singapore-registered address.
(ii) Passport number will be displayed for users with an overseas-registered address.



Reqgistering for Singpass with FV

8 Enter your mobile number and/or your
email address; select your preferred
mode of contact; and if you wish to go
green with paperless notification.

After that, click ‘Next’.

Alternatively, you may click on ‘Skip’ if

you do not wish to provide your contact

details.

Singpass

P ASingapore Government Agency Website

singpdass Services V

Contact update

Your mobile number and email address can only be registered to ONE Singpass accoun t.

By providing your mobile number, it will be activated for SMS 2FA instantly upon verification.

Mobile number®*: +65
Email addressA -

Preferred mode of contact*: @ sms Email

Go green with paperless @® vYes No
notification (SMS/Email)*:

(D (i) The mobile number is a mandatory field only if your registered address is a local address.
(i) only Singapore-registered mobile numbers can be used to set up a Singpass account and SMS 2FA.
(ii) Overseas users with an overseas-registered address are only required to provide their email address.



Did you provide your mobile number
or email address when you
registered for your Singpass account?

~ You provided your mobile You did not provide
number and/or email address your contact details

___________________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________________



Registering for Singpass with FV Singpass

9(] If you have provided a mobile number during the registration,
a One-Time Password (OTP) will be sent to your mobile
number. Enter the OTP and click ‘Next’.

P Asingapore Government Agency Wabsite

Smgpﬂss Services WV

Home [ Register for Singpaoss

Mobile number verification

Enter the One-Time Password (OTP) sent to your mobile number (****6302).

OTP*:

If you do not receive the SMS OTP in 1 minute, click Resend SMS OTP.



Registering for Singpass with FV Singpass

9 b If you have provided an email address during the registration,
a One-Time Password (OTP) will be sent to your email.

nnnnnnnnnnnnnnnnnnnnnnnnnnnn

Home | Registe

Email address verification

Enter the One-Time Password (OTP) sent to your email address (d*********d@hotmail.com).

If you do not receive the email OTP in 1 minute, click Resend email OTF.




Registering for Singpass with FV Singpass

]O You have completed your Singpass account setup with
updated account details. You may now log in to your Singpass
account with your newly set up password.

SingpdAass Services v

© Success

Have you heard of the Singpass app? Download the Singpass app to log in without typing your Singpass ID and password anymore.

£ Downlead on the \ GETITON Ui EXPLORE IT ON
@& App Store "' Google Play w= AppGallery

(D Please note that if you have provided your mobile number with Singpass during your registration, your
account’s SMS 2FA has been activated.



You have completed your Singpass account
registration with Face Verification.

If you have more questions,
please check out the Singpass FAQs.




Registering for Singpass with FV Singpass

] Read the information on the page and click ‘Skip’ to proceed.

P A Singapore Government Agency Website

singpdass Services WV

Home [ Register for Singpass

Skip contact update

For local users with a Singapore-registered address, a locally-registered mobile number is required to receive SMS notifications and SMS 2FAs.

For overseas users, you do not need to update your account with your overseas mobile number or provide a locally-registered number, but you may wish
to update us with your email address to receive email notifications.

By skipping this step, you may be unable to perform transactions that involve sensitive data such as viewing CPF and filing taxes.

To return to the previous page and submit your contact details, click the ‘Back’ button below.

Have you heard of the Singpass app? Download the Singpass app to log in without typing your Singpass ID and password anymore.

#  Downleoad on the r‘, GETITON

EXPLORE IT ON

App Store "* Google Play

()

For more info on Singpass 2FA, please click here.

= AppGallery




Registering for Singpass with FV Singpass

]2 You have completed your Singpass account registration. You may
now log in to your Singpass account with your newly set up password.

P A Singapore Government Agency Website

Eingpﬂss Services W

© SUuccCess

Your Singpass account has been registered.

To complete your account’s setup, please submit your contact details to Singpass.



You have completed your Singpass account
registration with Face Verification.

If you have more questions,
please check out the Singpass FAQs.




Singpass

Registering for Singpass

with a PIN mailer




Registering for Singpass with a PIN mailer Singpass

'| Go to www.singpass.gov.sg. Click ‘Register’.
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Registering for Singpass with a PIN mailer Singpass

Enter the required details and check the boxes ‘I'm not a robot’
and ‘l have read and agree to the Terms of Use’. Click
‘Submit’.

P 2 singapore Govermment Agency Website
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Home | Register f

Register for Singpass

Register online in just 3 minutes!

(D Please note:

1. You can only register for a Singpass account once. All Singpass account requests are final and cannot be cancelled or re-submitted.

2. As your one-time Singpass password will be mailed to your registered address, please ensure that your address registered with the
Government is up-to-date before proceeding. Click here if you would like to update your registered address.

3. To locate the Date of issue [ Date of application on your identification document, refer to the sample cards on-screen after you have entered
your NRIC or FIN number.

Please enter your details.

Full namea® @
(As in NRIC or FIN card)

NRIC or FIN number*©:

Date of issue [ Date of " B
application®:

Security check*: ;
I'm not a robot

| have read and agree to the Terms of Use



Registering for Singpass with a PIN mailer Singpass

3 Click ‘here’ if you do not have a camera on your device,
or if you do not wish to use Face Verification.

P ASsingapore Government Agency Wabsite

SIngpqss Services W

Home | Register for Singpass

@ To register for a Singpass account instantly, please perform face verification by following the instructions below. Alternatively, you may click
o request for an activation PIN mailer to be sent to you.

Please note:
There will be flashes of coloured lights used to detect the user’s physical presence. Do not proceed if you are sensitive to flashing lights.

In the next screen, click "Begin scan’.
Keep still as the camera locates your face.

The screen will flash a series of colored lights.

ONONO,

T

Click here to find out more about Singpass face verification.



Registering for Singpass with a PIN mailer Singpass

4 You have successfully registered for a Singpass account. Click

‘Proceed to set up account'.

P ASingapore Government Agency Website

singpdass Services VvV

Home | Register Singpa:

You are almost there...

Your Singpass account online registration is successful. Your one-time Singpass password will be mailed to your

registered address (123456) within 3 working days. it will be valid for 30 days from today.

ind below the details you have submitted online and save your Reference ID for future reference

c6flae-fa66-4e61-9e93-4302f0fdeeb8

nce
ame: Jonathan Wee
NRIC or FIN number: SXXXX742E
Singpass ID: SXXXX742E
e of request: 07/02/2022

(i) Registered postal code will be displayed for users with a Singapore-registered address. Passport number will
CD be displayed for users with an overseas-registered address.

(ii) The password PIN mailer may take up to three working days to arrive at a local registered addresses. For

overseas registered addresses, delivery time will depend on overseas postal services.



Reqgistering for Singpass with a PIN mailer

5 Enter your mobile number and/or your
email address; select your preferred
mode of contact; and if you wish to go
green with paperless notification.

After that, click ‘Next’.

Alternatively, you may click on ‘Skip’ if

you do not wish to provide your contact

details.

Singpass

Singp(‘lss Services W

Contact update

Your mobile number and email address can only be registered to ONE Singpass account.

By providing your mobile number, it will be activated for SMS 2FA instantly upon verification.

Mobile number®*: +65
Email addressA:
Preferred mode of contact®: ® sMms Email

Go green with paperless @ Yes No
notification (SMS/Email)*:

CD (i) The mobile number is a mandatory field only if your registered address is a local address.
(i) only Singapore-registered mobile numbers can be used to set up a Singpass account and SMS 2FA.
(iii) Overseas users with an overseas-registered address are only required to provide their email address.



Did you provide your
mobile number or email address
during the registration process?

You provided d mobile number You did not provide
and/or email address your contact details

___________________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________________



Registering for Singpass with a PIN mailer Singpass

6(] If you have provided a mobile number during the registration,
a One-Time Password (OTP) will be sent to your mobile
number. Enter the OTP and click ‘Next’.

P Asingapore Government Agency Wabsite

Smgpﬂss Services WV

Horme .'I Kegister for Singpass

Mobile number verification

Enter the One-Time Password (OTP) sent to your mobile number (****6302).

OTP*:

If you do not receive the SMS OTP in 1 minute, click Resend SMS OTP.



Registering for Singpass with a PIN mailer Singpass

6 b If you have provided an email address during the registration,
a One-Time Password (OTP) will be sent to your email.
Enter the OTP and click ‘Next'.

ment Agency Website

sSingpdass Services W

Email address verification

Enter the One-Time Password (OTP) sent to your email address (d*********d@hotmail.com).

If you do not receive the email OTP in 1 minute, click Resend email OTF.




Registering for Singpass with a PIN mailer Singpass

7 You have completed your Singpass account registration with
updated account details. A one-time Singpass password will be
mailed to your registered address.

Please click here to learn how to set up your Singpass password
and SMS 2FA using the one-time Singpass password PIN.

Sing pPAass Services WV

© Success

Your Singpass account has been registered with updated contact details.

Your one-time Singpass password will be mailed to your registered address. You may use the one-time Singpass password to login to the Singpass portal.



Reqgistering for Singpass with a PIN mailer

8 Read the information on the page and click ‘Skip'.

P ASingapore Government Agency Website

singpdass Services Vv

Home | Register for Singpass

Skip contact update

For local users with a Singapore-registered address, a locally-registered mobile number is required to receive SMS notifications and SMS 2FAs.

For overseas users, you do not need to update your account with your overseas mobile number or provide a locally-registered number, but you may wish
to update us with your email address to receive email notifications.

By skipping this step, you may be unable to perform transactions that involve sensitive data such as viewing CPF and filing taxes.

To return to the previous page and submit your contact details, click the ‘Back’ button below.

For more info on Singpass 2FA, please click here.

singpass




Registering for Singpass with a PIN mailer Singpass

9 You have completed your Singpass account registration. Please

click here to learn how to set up your Singpass password and
SMS 2FA using the one-time Singpass password PIN.

P A Singapore Government A gency Weabsite

Singpdass Services Vv

Home ,f Reqister for Singpass

© Success

Your Singpass account has been registered.

Your one-time Singpass password will be mailed to your registered address. You may use the one-time Singpass password to login to the Singpass portal.

To complete your account’s setup, please submit your contact details to Singpass.



Singpass

Setting up your Singpass
password and SMS 2FA

via the Singpass portal




Singpass

(D Please ensure that you have received
your one-time password PIN mailer
before proceeding.



Did you provide your Singapore mobile
humber when you registered for your
Singpass account?

You provided your You did not provide your
Singapore mobile number ~ Singapore mobile number

___________________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________________



Setting up Singpass password and SMS 2FA

1

After receiving your password in the PIN mailer, go to

www.singpass.gov.sg. Click ‘Log in’.
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Your improved
digital ID to
make life easy

Singpass is your trusted digital identity for all the
secure transaction needs in your everyday life.

| 4 Download on the \ GETITON ( (" EXPLORE IT ON )
' @ App Store b Google Play ‘ = AppGallery

Login I

singpass

Register I




Setting up Singpass password and SMS 2FA SiNgPAss

2 Click ‘'Use password login instead'.

? AS NQOpore Government .-:lgl';_"'li_,ll.' Websile

Sing PAss Services v

Advisory note v

Scan with Singpass app
to log in

=  Welcome to Singpass

. Your trusted digital identity

Reset password > Have questions? >

Register for Singpass > Locate a counter >

Retrieve Singpass ID > Read how-to guides? >
— Singpass —~

Contact us h

Use password login

etss instead




Setting up Singpass password and SMS 2FA SiNgPAss

3 Click ‘Password login'.

’ A Singapore Government Agency Website

singpass

Advisory Note v

Singpass app [ ]

Scan with Singpass app
tologin

< Login with Singpass

. Your trusted digital identity

——singpass——

Don't have Singpass app? Download now




Setting up Singpass password and SMS 2FA SiNgPAss

4 Enter your Singpass ID and the one-time Singpass password in
your PIN mailer. Click ‘Log in'.

’ A Singapore Government Agency Website

singpass

Advisory Note v

P dlog
Login
< Login with Singpass
= Your trusted digital identity “
t g Reset | i

Register For Singpass




Setting up Singpass password and SMS 2FA SiNgPAss

5 Enter a new Singpass password and click ‘Next'.

’ A Singapore Government Agency Website

singpass

Create password

Enter your new password below

New password™:

Confirm new password?®:




Setting up Singpass password and SMS 2FA SiNgPAss

6 You have successfully created your Singpass password.

Click ‘Proceed’'.

P A Singapore Government Agency Website

singpass

©® Success

You have updated your password on 07/02/2022 03:39 PM

[]




Setting up Singpass password and SMS 2FA SiNgPAss

7 Under Set up SMS 2FA, click ‘here’.

’ A singapore Government Agency Website

singpass

Setup other 2FA

@ You have not completed your 2FA setup. Set up your 2FA or click on the Face verification tab to login.

@ Set up Singpass app as your 2FA @ Set up SMS 2FA
Download the Singpass app and follow the on- If you wish tg.sgtup SMS 2FA or received your PIN
screen instructions to request for a PIN mailer to be mailer, clicf here.

sent to your mailing address.
If you have requested for a PIN mailer, please wait

2 Download on the T ITON for your PIN mailer to arrive and follow the
@& AppsStore | P> Google Play el . -
instruction in the PIN mailer sent to your mailing

address.

Once your PIN mailer has arrived, follow the
instructions in the PIN mailer to set up your

Singpass app.




Setting up Singpass password and SMS 2FA SiNgPAss

8 Click ‘Activate Now’' under SMS 2FA.

Home [ Setup 2FA

Set up 2FA

Singpass app SMS 2FA

Processing time: Immediately or
3-5 working days @

For more information on setting up 2FA, click here.




Setting up Singpass password and SMS 2FA SiNgPAss

9 Ensure the last four digits of your mobile number are correct.

Click ‘Activate’.

A Singapore Government Agency Website
> gap gency

singpdass My account VvV

Activate your SMS 2FA

Mobile number: ****6302 Not your mobile number?




Setting up Singpass password and SMS 2FA SiNgPAss

]O You have successfully activated your mobile number for SMS 2FA.

P A Singapore Government Agency Wabsite

51“9'3“55 My account

Home | Setup 2FA

© Success

You have activated your mobile humber (****6302) for SMS 2FA on 07/02/2022 03:41 PM (SGT).

@ You will receive One-Time Passwords via SMS when you perform transactions involving sensitive data.

Proceed to homepage




You have completed your Singpass account
registration with the one-time
password PIN mailer.

If you have more questions,
please check out the Singpass FAQs.




Setting up Singpass password and SMS 2FA

1

After receiving your password in the PIN mailer, go to

www.singpass.gov.sg. Click ‘Log in’.
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Your improved
digital ID to
make life easy

Singpass is your trusted digital identity for all the
secure transaction needs in your everyday life.

| _2 Download on the \ GET ITON [ @ EXPLORE IT ON )
@& App Store h Google Pla s AppGaller

singpass
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Setting up Singpass password and SMS 2FA SiNgPAss

2 Click ‘'Use password login instead'.

? AS NQOpore Government .-:lgl';_"'li_,ll.' Websile

Sing PAss Services v

Advisory note v

Scan with Singpass app
to log in

=  Welcome to Singpass

. Your trusted digital identity

Reset password > Have questions? >

Register for Singpass > Locate a counter >

Retrieve Singpass ID > Read how-to guides? >
— Singpass —~

Contact us h

Use password login

etss instead




Setting up Singpass password and SMS 2FA SiNgPAss

3 Click ‘Password login'.

’ A Singapore Government Agency Website

singpass

Advisory Note v

Singpass app [ ]

Scan with Singpass app
tologin

< Login with Singpass

. Your trusted digital identity

——singpass——

Don't have Singpass app? Download now




Setting up Singpass password and SMS 2FA SiNgPAss

4 Enter your Singpass ID and the one-time Singpass password in
your PIN mailer. Click ‘Log in'.

’ A Singapore Government Agency Website

singpass

Advisory Note v

P dlog
Login
< Login with Singpass
= Your trusted digital identity “
t g Reset | i

Register For Singpass




Setting up Singpass password and SMS 2FA SiNgPAss

5 Enter a new Singpass password and click ‘Next'.

’ A Singapore Government Agency Website

singpass

Create password

Enter your new password below

New password™:

Confirm new password?®:




Setting up Singpass password and SMS 2FA SiNgPAss

6 You have successfully created your Singpass password.

Click ‘Proceed’'.

P A Singapore Government Agency Website

singpass

©® Success

You have updated your password on 07/02/2022 03:39 PM

[]




Setting up Singpass password and SMS 2FA SiNgPAss

7 Under Set up SMS 2FA, click ‘here’.

’ A singapore Government Agency Website

singpass

Setup other 2FA

@ You have not completed your 2FA setup. Set up your 2FA or click on the Face verification tab to login.

@ Set up Singpass app as your 2FA @ Set up SMS 2FA
Download the Singpass app and follow the on- If you wish tg.sgtup SMS 2FA or received your PIN
screen instructions to request for a PIN mailer to be mailer, clicf here.

sent to your mailing address.
If you have requested for a PIN mailer, please wait

2 Download on the T ITON for your PIN mailer to arrive and follow the
@& AppsStore | P> Google Play el . -
instruction in the PIN mailer sent to your mailing

address.

Once your PIN mailer has arrived, follow the
instructions in the PIN mailer to set up your

Singpass app.




Setting up Singpass password and SMS 2FA SiNgPAss

8 Click ‘Register’ under SMS 2FA.

P Asingapore Government Ag y W

singpass My account W

jome [ Setup 2FA

| singpass |
Singpass app SMS 2FA
Processing time: Immediately or Processing time:
3-5 working days © 3 working days

T T

For more information on setting up 2FA, click here,

@ Only Singapore-registered mobile numlbers can be used to register for SMS 2FA. If you are living overseas
or do not have a Singapore-registered mobile number, please use the Singpass app or Face Verification
as a 2FA.



Setting up Singpass password and SMS 2FA

9 Enter your mobile number. Click ‘Next'.

®

? A 5ingopore Government Agency Website

SiNgpPAass My account v

Home [ Setup 2FA

Set up 2FA

We noticed you have not registered your mobile number with Singpass.
Please update your mobile number below. Your mobile number can only be registered to ONE Singpass account.

By providing your mobile number, it will be activated for SMS 2FA instantly upon verification.

Your postal code: 123456

Mobile number®* ©; +65

Singpass

Only Singapore-registered mobile numlbers can be used to register for SMS 2FA. If you are living overseas
or do not have a Singapore-registered mobile number, please use the Singpass app or Face Verification

as a 2FA.



Setting up Singpass password and SMS 2FA SiNgPAss

] O Enter the One-Time Password (OTP) sent to your mobile
number and click ‘Next’.

P A Singapore Government Agency Website

singpdass My accoun t v

Home [ Setup 2FA

Mobile number verification

Enter the One-Time Password (OTP) sent to your mobile number (****6302).

OTP*:

If you do not receive the SMS OTP in 1 minute, click Resend SMS OTP.




Setting up Singpass password and SMS 2FA SiNgPAss

” You have successfully set up your Singpass account, and your
mobile number has been activated for SMS 2FA.

P A Singapore Government Agency Website

SmngISS My account VvV

ome / Set up 2FA

© Success

You have activated your mobile number (****6302) for SMS 2FA on 07/02/2022 03:41 PM (SGT).

@ You will receive One-Time Passwords via SMS when you perform transactions involving sensitive data.

Proceed to homepage




You have completed your Singpass account
registration with the one-time
password PIN mailer.

If you have more questions,
please check out the Singpass FAQs.




Singpass

Keeping your Singpass
sdfe




Why is it important to keep my Singpass safe?

singpdass

SINGPASS  services v
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= Welcome to Singpass
Yourtr i

Digitdl ideﬁtity Physical identity card
Singpass is the gateway to thousands of services
and your persondl and sensitive information.

If compromised,

Impersonation Misuse for Monetary losses
can lead to... ¥ Imp X x 4

fraudulent activities



Don’t be phish food!

Scammers can create spoof websites that look exactly the same as the real ones
to trick unsuspecting victims into disclosing their login details or personal info.

JAGA

A cyber and data security
mascot created by GovTech

G

C =
PA

singp

(_

https://saml.sg-sms.otp/spservice/welcome

Scheduled maintenance of Singpass Face Verification ~

Singpass SG

Singpass Face Verification will be undergoing scheduled maintenance on 6 Nov 2022, from 12am to 4am. You may continue to access digital services using the Singpass app or SMS 2FA. Please plan your
transactions accordingly. Thank you.

Dear user, your Singpass account
will be deactivated within 24 hours.
Please log in to singpass.iofupdate
now and update your details if you
wish to continue using it. Call
61234123 if you have questions.

2 Log in with Singpass
|

Your trusted digital identity

singpass

Contact us | Share feedback | Read FAQs © 2022 Government of Singapore ‘ [ \

singpass




Remember these security tips!

Avoid sharing your Singpass ID,
password or 2FA details!

. . @ ‘ e
Singpass never sends web links or Singpass
QR codes via SMS or WhatsApp.

Singpass SG TJ

lext Message

Singpass: [S****123A] You've

loday 3:25 Ph SMS Sent by Slng pOSS beOrS the Changed your password on
Sender ID ”Singpqss” 22/03/2022 03:08PM. Please
call 63353533 if you didn't
Dear user, your Singpass account change your password.

will be deactivated within 24 hi:rur-shN
Please log in to singpass.iof/update
now and update your details if you )

When in doubt, contact the
Singpass Helpdesk at 6335 3533
(Press “9” for 24-hour scam

support)
or support@singpass.gov.sg.

NISH To continue using

61234123 if you have questcrns.

singpass




Remember these security tips!

# singpass.gov.sg/home/ui/contact-us

@ A Singapore Government Agency Website How to identify™

singpdass

Services Vv

Contact us

\$ X g

Share feedback

You may also send your
enquiries through our
Feedback form

/Email us
Please contact us at
support@singpass.gov.sg

/Coll us
Contact our Singpass
Helpdesk at +65 6335 3533
e Scam Support (24/7)

\* General Enquires* - N

*Available on Mondays to Fridays from 8am to 8pm, and Saturdays from 8am to 2pm.

If in doubt, check our
contact details at
www.singpass.gov.sg!

®

Read FAQs

More information on
Singpass-related topics in the
Frequently Asked Questions

singpass



Remember these security tips!

Always check that the web
domain of the Singpass
website is singpass.gov.sg
before you proceed!

https://saml.sg-sms.otp/spservice/welcome

singpass FIT|T & a

( https://login.singpass.gov.sg/spservice/welcome

J

Scammers can credte spoof
websites that look exactly
the same as the real ones
to trick unsuspecting victims
iInto disclosing their login
details or personal info.
Beware!

Log I

< Welcome to Singpass

og in
Forgot Singpass 1D faset Possward

singpass
Contock us | Shang b

singpass




Remember these security tips!

Look out for transactional alerts from
Singpass. An SMS or email notification is
sent when changes are made to your

-4 Singpdass account, such as password
S change or reset.

. /‘
——

Keep your contact details registered with
Singpass: [S****123A] You've Singpass up to date to receive these alerts
changed your password on promptly. If you receive such alerts without
22/03/2022 03:08PM. Please Initiating any change, you should contact
call 63353533 if you didn't the Singpass Helpdesk immediately to
change your password. secure your account.

singpass




What happens if | lose my singpass

Singpass credentials?

After obtaini Misuse account for

thee\r/i?:tirg'lg ™ E&! fraudulent activities
Singpass login e.g. set up accounts for
credentials, money laundering \

scammers cadn...

I@l
e\

Take over Singpass account fully by:

Changing Changing Setting up |WQ

Singpass + mobile + victim’s
password number for  Singpass
SMS OTP app on
scammer’s
device

Has someone offered you money in exchange for your Singpass login credentials?
Beware! Your account may be misused for criminal activities. Never attempt to sell your Singpass account.
You may be accountable if your Singpass account is used for crimes.



Together, we can transact safely!

While there are technical safeguards in place, user vigilance
plays an equally important role in the fight against scams.

Be alert when transacting online,
and follow the security tips you've learnt today!

' For more information on how to keep your Singpass sadfe,
1

visit our website:


https://go.gov.sg/even-safer-singpass
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